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Defense-in-Depth
Today, information security architectures require a layered defensive strategy. Relying 
on a single technology to protect your organization and its data does not provide the 
protection needed in a cloud-first mobile world. Instead, multiple technologies are a far 
better approach. By creating a security architecture with layers of defense around your 
critical infrastructure and information, you can reduce the risk posed by modern cyber 
threats. 

Although this defense-in-depth security model is not a new concept, it is still relevant 
in protecting systems and data. However, this approach needs to align with the 
current wave of technologies and threats. For instance, twenty years ago, a firewall 
on the perimeter and an anti-malware solution were adequate protection for most 
organizations. However, as technology advanced and attackers honed their skills and 
increased the complexity of their attacks, new approaches and solutions emerged. Zero 
Trust from Forrester is one of the more popular security models organizations adopt to 
deal with emerging threats. However, most enterprises are not implementing it to its 
fullest extent, resulting in unnecessary information security risk.

Before cloud computing and mobility, endpoint 
devices were far more manageable for the 
organization and its IT department. As every device 
resided behind a hardened firewall, users and their data 
were relatively safe from external threats. 

However, fundamental technology changes have transformed the 
way we work, play, and communicate. As a result, cloud computing and 
mobility introduced a fundamental shift in the traditional hard perimeter. When 
users and organizations embraced the freedom of working from anywhere with 
any device, this transformation effectively moved the perimeter from the firewall to 
the user’s endpoint. Consequently, since users and devices are mobile and not always on 
an internal network, organizations need to find new ways to protect their systems and 
information.

The COVID-19 pandemic of 2020 and 2021 radically transformed the way, or to be more 
precise, where people worked. As governments globally enforced lockdowns and limited 
movement, many organizations migrated to a ‘Work From Home’ model to sustain their 
operations. However, this model highlighted the security risks of remote working. With 
millions of more devices now accessing corporate resources beyond the traditional 
perimeter, security incidents increased. Furthermore, with malware incidents on the rise 
by 358% in 2020, and 1 in 5 Americans touched with ransomware attacks according to a 
Harris poll, organizations can no longer afford to ignore cyberattack risks. Instead, they 
need a model that provides multiple fail-safes to strengthen their defenses against the 
new wave of sophisticated threats.
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Zero Trust and Encryption
The central tenet of Forrester’s Zero Trust information security model is that 
organizations need to deem all network traffic as untrusted. With data at its core, the 
model identifies four elements that typically interact with an organization’s information 
- people, devices, networks, and workloads. Zero Trust also states that enterprises need 
to implement visibility and analytics to identify any threats proactively. The model further 
recommends leveraging automation and orchestration to increase efficiency and reduce 
the risk of human error.

Zero Trust takes the central recommendations of a defense in depth approach and offers 
practical guidance that organizations can leverage to protect their systems and data. For 
instance, as it deems all network traffic untrusted, the model states that every request 
needs authentication and authorization before being granted access. It also recommends 
segmenting networks into logical layers and implementing robust security controls to 
ensure controlled traffic management. 

Likewise, another core recommendation from Zero Trust is that organizations must 
encrypt all their data, whether in transit or at rest. The Zero Trust Playbook explicitly 
states that “Zero Trust requires you to clearly identify sensitive customer data, isolate it 
in its own microperimeter, restrict access to it, and protect it with encryption and other 
security controls that apply protection to the data itself.”

While the Zero Trust recommendations of authentication everywhere, network 
segmentation, and encryption offer a reduced attack surface, implementing the 
relevant initiatives can be challenging. Furthermore, if organizations want to implement 
encryption, they also need an enterprise solution that offers overarching automation, 
visibility, and manageability. 

While these Zero Trust recommendations may seem challenging, there are several 
solutions organizations can leverage to meet these requirements. For example, WinMagic 
offers a comprehensive encryption solution. In addition, it integrates and protects data 
across your entire IT ecosystem – from physical endpoints, files and folders, to virtual or 
cloud environments that you can manage from a single console.

The Benefits of Linux Endpoint Encryption
As mentioned, encryption is a Zero Trust core requirement. While 
there are many solutions for encrypting traffic in transit, such as 
IPSEC, encrypting endpoints can be challenging. For example, 
in native Linux encrypting an endpoint’s storage device 
typically requires a reinstall of the operating system. This 
requirement results in unproductive users and a busy 
IT department that need to reinstall the operating 
system, configure all the applications, and copy 
data. Furthermore, some solutions only provide 
encryption for Windows devices, requiring a 
different solution for any non-Windows 
endpoints that run Linux or macOS.
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Linux endpoints are often seen as more secure than their Windows counterparts. This 
misconception stems from the fact that malware and other related cyberattacks target 
Windows as it offers a much larger target base. However, recent events have uncovered 
several flaws in Linux as attackers shift their focus to this operating system. As a result, 
organizations need to protect these endpoints with identical robust security mechanisms 
they use for other device types.

As mentioned, organizations operating in a cloud-first mobile world need to adopt a 
defense in depth security strategy. The Zero Trust model takes defense in depth even 
further and offers several guidelines to enhance data protection. Endpoint encryption 
meets the requirements set by defense in depth and Zero Trust. It also provides the last 
line of defense against any system compromise. For instance, should a user’s device be 
lost or stolen, the data on the device remains secure, protecting the organization and its 
data.

In addition to protecting from sophisticated cyberattacks, encryption also meets 
the requirements of many compliance standards such as PCI-DSS. It also provides 
organizations with the surety that their information remains confidential and its integrity 
indisputable. 

How can WinMagic Linux Endpoint Encryption help? 
SecureDoc for Linux offers enterprise-class full drive encryption for Linux endpoints. It 
separates encryption into two components - encryption and key management - as the 
expertise needed to deliver these security elements is quite different. SecureDoc works 
seamlessly with Linux native encryption. By providing a management layer on top of dm-
crypt, the built-in drive encryption solution that comes with the Linux operating system, 
improves enterprise manageability. 

By leveraging the features offered by WinMagic’s SecureDoc for Linux, organizations 
can implement a Zero Trust, defense-in-depth strategy that fortifies their information 
security architecture for Linux endpoints.
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Some of the core features of this product include:
� Live disk conversion allows admins and users to log in and work on the machine while encryption

occurs.

� Removes the need to clear the disk and reinstall the operating system before commencing 
encryption.

� Encryption statuses are monitored and available centrally in a single pane of glass admin portal.

� SecureDoc enables pre-boot network-based authentication as an additional security measure to 
ensure data on drives is never left unprotected during boot-up.

� Supports Smart Card based MFA at pre-boot (e.g., PIV cards)

� SD Linux makes it easy for AD and Azure AD users to log into encrypted devices 

� Log in to encrypted devices without having to be pre-provisioned for access on the device.

� SecureDoc Enterprise Server provides a simple central management for all OS endpoints, including
Linux, Windows, and Mac
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